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Abstract—The popularity and advanced functionality of mobile devices has made them attractive targets for malicious and intrusive
applications (apps). Although strong security measures are in place for most mobile systems, the area where these systems often fail is
the reliance on the user to make decisions that impact the security of a device. As our prime example, Android relies on users to
understand the permissions that an app is requesting and to base the installation decision on the list of permissions. Previous research
has shown that this reliance on users is ineffective, as most users do not understand or consider the permission information. We
propose a solution that leverages a method to assign a risk score to each app and display a summary of that information to users.
Results from four experiments are reported in which we examine the effects of introducing summary risk information and how best to
convey such information to a user. Our results show that the inclusion of risk-score information has significant positive effects in the
selection process and can also lead to more curiosity about security-related information.

Index Terms—Risk communication, usability, mobile security

1 INTRODUCTION

IN recent years smart mobile devices have become perva-
sive. More than 50 percent of all mobile phones are now
smar’cphones,1 and this statistic does not account for other
devices such as tablet computers that are running similar
mobile operating systems. According to Google, more than
400 million Android devices were activated in 2012 alone.
Android devices have widespread adoption for both per-
sonal and business use. From children to the elderly, novi-
ces to experts, and in many different cultures around the
world, there is a varied user base for mobile devices.

The ubiquitous usage of these mobile devices poses new
privacy and security threats. Our entire digital lives are
often stored on the devices, which contain contact lists,
email messages, passwords, and access to files stored locally
and in the cloud. Possible access to this personal informa-
tion by unauthorized parties puts users at risk, and this is
not where the risks end. These devices include many sen-
sors and are nearly always with us, providing deep insights
into not only our digital lives but also our physical lives.
The GPS unit can tell exactly where you are, while the
microphone can record audio, and the camera can record
images. Additionally, mobile devices are often linked
directly to some monetary risks, via SMS messages, phone

1. http:/ /www.nielsen.com/us/en/newswire/2012 /smart-
phones-account-for-half-of-all-mobile-phones-dominate-new-phone-
purchases-in-the-us.html.
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calls, and data plans, which can impact a user’'s monthly
bill, or increasingly, as a means to authenticate to a bank or
directly link to a financial account through a ‘digital wallet’.
This access means that any application (or app) that is
allowed to run on the devices potentially has the ability to
tap into certain aspects of the information. In the benign
case the access is performed to provide useful functionali-
ties, but in other scenarios it may be used to collect a signifi-
cant amount of personal information and even as a means
to have some adverse impact on a user. Furthermore, the
line between benign and malicious is often fuzzy, with
many apps falling into a gray area where they may be
overly invasive but not outright malicious.

Compared to desktop and laptop computers, mobile
devices have a different paradigm for installing new appli-
cations. For computers, a typical user installs relatively few
applications, most of which are from reputable vendors,
with niche applications increasingly being replaced by web-
based or cloud services. In contrast, for mobile devices, a
person often downloads and uses many apps from multiple
unknown vendors, with each app providing some limited
functionality. Additionally, all of these unknown vendors
typically submit their apps to a single or several app stores
where many other apps from other vendors may provide
similar functionality. This different paradigm requires a dif-
ferent approach to deal with the risks of mobile devices,
and offers distinct opportunities.

The present research focuses on the Android platform,
because of its openness, its popularity, and the way in
which Android handles access to sensitive resources. In
Android an app must request a specific permission to be
allowed access to a given resource. Android warns the
user about permissions that an app requires before it is
installed, with the expectation that the user will make an
informed decision. The effectiveness of such a defense
depends to a large degree on choices made by the users.
Indeed whether an app is considered too invasive or not
may depend on the user’s privacy preference. Therefore,
an important aspect of security on mobile devices is to
communicate the risk of installing an app to users, and to
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help them make a good decision about whether to install a
given app.

Android’s current risk communication mechanism has
been shown to be of limited effectiveness. Studies have
demonstrated that users tend to ignore the permissions that
an app requests [4], [12], [13], [18], and some recent work
has attempted to overcome some of these limitations. Felt
et al. [13] proposed several improvements, including: modi-
fying permission category headers, emphasizing risk,
reducing the number of permissions, enabling customized
permission lists, incorporating user reviews and rethinking
the timing of when and how permissions are granted. Lin
et al. [21] proposed an approach which incorporates crowd-
sourced (via Amazon Mechanical Turk) expectations of
which permissions are considered reasonable, and presents
these expectations on the permission page (e.g., “95 percent
of users were surprised this app sent their approximate
location to mobile ad provider.”). Kelley et al. [19] intro-
duced a concept of “privacy facts” which conveys at a high
level the types of information an app has access to (e.g., per-
sonal information, contacts, location, etc.), and proposed
that these facts be displayed these facts on the app’s main
description page. We consider an alternative approach to
this problem which aims to minimize the space that is used
to present information while helping a user make installa-
tion decisions with a better understanding of the security
and privacy implications.

We propose the addition of a summary risk rating for
each app. A summary risk rating enables easy risk compari-
sons among apps that provide similar functionalities. We
believe that one reason why current permission information
is often ignored by users is that it is presented in a “stand-
alone” fashion and in a way that requires a lot of technical
knowledge and time to distill useful information, making
comparison across apps difficult. An important feature of
the mobile app ecosystem is that users often have choices
and alternatives when choosing a mobile app. If a user
knows that one app is significantly riskier than another but
provides the same or similar functionality, then this fact
may cause the user to choose the less risky one. This will in
turn provide incentives for developers to better follow the
least-privilege principle and request only necessary permis-
sions. Peng et al. [25] presented one possible method for
generating a principled metric to rank an app’s risk based
on the set of permissions it requests. The method can rank
the risk of any Android app among all apps available in
Google Play, Google’s online market for Android apps.
Such a risk ranking can be translated into categorical values
such as very low, low, medium, and high risk, to provide a
summary risk rating.

A summary risk rating also enables proactive risk com-
munication (e.g., when the user searches for apps) so that
users can take this information into the decision process.
This is in contrast to the current reactive approach, where
often times the user sees the permission/risk information of
an app as a final warning only after the user has made the
decision to choose the app.

Our hypothesis is that when a summary risk rating is
presented in a user-friendly fashion, it will encourage users
to choose apps with lower risk. In this work, we tested the
hypothesis experimentally. Additionally, we explored how
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to communicate this risk information to an average user
effectively and efficiently.

Four experiments were conducted. Experiment 1 was
run via Amazon Mechanical Turk (MTurk), with risk rat-
ing presented as text. It experimentally tested the extent
to which having a risk category affects users’ choices.
The behavior of users when they were provided with the
summary risk was compared to the case when there was
no summary risk information. The results confirmed the
hypothesis that providing risk summary causes users to
prefer apps with lower risk.

Experiments 2 and 3 were designed to investigate how to
most effectively communicate this risk information. Instead
of presenting the risk category in text, it was presented
using symbols, similar to the way in which user ratings of
an app are presented using one to five stars. Symbolic
depictions in the form of pictures relating to technological
and natural hazards have been found to produce higher
perceived risk than written text does [36]. When using sym-
bols, a key decision is whether to frame the categories as
varying along the dimension of risk, where more symbols
represent greater risk, or the dimension of safety, where
more symbols represent greater safety. Because user ratings
typically are presented as “the more stars the better”, we
hypothesized that framing the dimension as safety would
be more advantageous, in part due to its compatibility with
the user-rating dimension. Experiment 2 directly compared
ease of processing the rankings in terms of risk or safety
with an in-lab choice-reaction task for which response time
and accuracy were measured. Experiment 3 was similar but
also included user ratings in the display, because risk infor-
mation would be presented together with user ratings in the
naturalistic app selection context.

Experiment 4 returned to the MTurk environment to
determine whether symbolic presentation of risk influenced
choices in a naturalistic environment much the same way
that verbal descriptions did in Experiment 1. It was con-
ducted like Experiment 1 but varying whether risk scores or
safety scores were presented to the participants. The results
of the four experiments illustrate the value of presenting
summary risk information and suggest that there may be an
advantage to framing it in terms of safety.

2 RELATED WORK

2.1 Security and Usability

Information security and privacy are issues for users of
all types of electronic devices. With regard to smart
phones, users are more concerned with privacy on their
phones than on computers, and they especially worry
about the threat of malicious apps [4]. However,
although people are shown the permissions an app
requests before it is installed, they do not understand
them well [13], [18]. Among the recommendations made
by Chin et al. [4] was to provide “new security indica-
tors in smartphone application markets to increase user
trust in their selection of applications” (p. 2). The addi-
tion of new security indicators not only may decrease
the frequency of risky user behaviors, but it may also
facilitate the use of smart phones for online transactions
by more individuals. Staddon et al. [28] found that users’
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engagement and perception of privacy are strongly asso-
ciated, and people spend more time in social networks
when they are less concerned about their privacy. This
relation may be true as well for app installation.

People will not use security features properly if they fail
to understand the purpose of the features or the information
on which their decisions should be based. The security fea-
tures also will not be used if the users find the features
intrusive or too difficult to master. Therefore, interactions
between users and the systems need to be simple and user-
friendly [26]. Despite this need, studies of various security
and privacy measures have shown their usability is typi-
cally deficient [2], which often leads to user resistance [30],
[34]. Studies have also demonstrated that usability can be
improved by systematically studying the human informa-
tion-processing requirements associated with effective use
of the measures and incorporating the resulting knowledge
into the designs [16], [34], [35].

Usability of security mechanisms has been studied in
contexts other than mobile platforms. Biddle et al. [3]
laid out some general ground rules concerning the con-
tent of security dialogs; e.g., avoid unfamiliar terms,
lengthy messages and misleading or confusing wordings.
Schwarz and Morris [27] proposed that web search
results be augmented with indicators for helping people
assess the degree of trustworthiness of web sources.
They found that adding such information to search
results is useful, but less so when the information is
added to web pages, presumably because the content,
look, and feel of the page dominate the user’s judgment.
Cranor et al. [6] developed Privacy Bird specifically with
the intent to signal to users whether web sites match
their privacy preferences. It provides a red bird icon
when visiting a site if the privacy policy does not match
the user’s preferences and a green bird icon if it does
match. They extended this idea to web searches with Pri-
vacy Finder, which provides similar information when a
search engine returns the results of a query [9]. Studies
have found the summary privacy information provided
by Privacy Bird (and Privacy Finder) to be effective
at improving participants privacy practices [5], [33].
Egelman et al. [10] directly examined the influence of
privacy indicators, which showed privacy ratings of
online vendors from low to high as one to four green
boxes in a row of four that were green), on Internet
users’ browsing and purchasing decisions. When the pri-
vacy indicators were presented alongside the search
results, participants who chose to visit only a single web-
site paid more money for a higher level of privacy. How-
ever, when this information was provided after a website
had been selected, participants did not alter their initial
decision to purchase from a cheaper website with lower
level of privacy. Finally, Kim et al. [20] proposed the
Online Trust Oracle approach for communicating infor-
mation regarding programs for Windows desktop envi-
ronment; the interface lists information regarding why a
file may be harmful on the left side of the dialogue and
why a file may be safe on the right side of the dialog,
and it also uses three colors to distinguish programs of
different degrees of risk. To summarize, these studies all
suggest that presenting high-level summary risk

NO. 3, MAY-JUNE 2014

information will be beneficial, particularly if it is dis-
played early in the selection process.

2.2 Risk Perception and Decision Making

Users make many decisions that affect the overall state of
security of any system with which they interact. For security
and privacy, most of these decisions relate to the risk to
which the individual or system is exposed. Consequently,
improving security decisions by users involves taking into
consideration factors that influence a user’s risk perception
and decision making [8]. Also relevant is risk communication,
which refers to conveying risk to users in a way that allows
accurate risk perception and, hopefully, better choices of
actions with regard to the actual risks involved [32]. One
factor that has been shown to be critical in risky decisions is
the way in which losses and gains are framed. With the
exact same scenario, the way in which the information is
presented can significantly influence the decision-maker’s
choice. People are risk-averse when the framing highlights
positive outcomes, but risk-seeking when it highlights nega-
tive outcomes [23], [31].

It has become customary to conceive of risk-perception
judgments and decision making as relying on two distinct
modes of thought, or systems: System 1 is automatic and
intuitive, and operates outside of awareness, whereas Sys-
tem 2 requires attention and is slower and more logical than
System 1 [17]. Because System 2 processing is effortful and
time consuming, judgments of uncertainty (including risk
perception) and choices among alternatives often rely on
the intuitive impressions provided by System 1. Conse-
quently, they violate the rules of probability and normative
theories. Because System 1 is automatic, rapid responses are
influenced more heavily by it, whereas System 2 processes
contribute to more deliberate judgments [14]. Therefore,
framing effects would be more apparent under the condi-
tions in which people respond quickly.

3 MOTIVATION

3.1 Overview of Android Security

The Android system’s in-place defense against malware
consists of two parts: sandboxing each app, and warning
the user about the permissions that the app is request-
ing. Specifically, each app runs with a separate user ID,
as a separate process in a virtual machine of its own,
and by default does not have the ability to carry out
actions or access resources which might have an adverse
effect on the system or on other apps without requesting
permission to do so from the user.

The permissions consist of capabilities that an app may
require such as accessing geo-location information, sending
text messages, receiving text messages, and many more. In
total there are around 130 unique permissions in Android
depending on the version. Each permission has a name, cat-
egory, and a high level description of what it allows. An
example is the “FULL NETWORK ACCESS” permission in
the “NETWORK COMMUNICATION” category with its
description as “Allows the app to create network sockets and use
custom network protocols. The browser and other apps provide
means to send data to the internet, so this permission is not
required to send data to the internet.”
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The risk communication mechanism for permissions
relies on the assumption that a user understands and makes
an informed decision when presented with a list of permis-
sions requested by an app. For most permissions, risks
must be inferred because they are not explicitly stated in the
description [13]. When browsing a specific app from the
Google Play website, a user is able to see details about the
app via a series of tabs at the top of the page. In addition to
an overview, user reviews, and ‘what’s new’ section, one of
these tabs presents the permission information. When an
app has been selected for installation, permissions are dis-
played before the user confirms installation. When app
installation is performed directly on the device, there is a
Play Store app which allows users to find and install new
apps. The options and information are the same as on the
website, with the primary difference being that the screen
may be smaller and so when information is displayed,
including permissions, a user has to make more of an effort
to view that information.

3.2 Risk Communication in Android

Studies have shown that Android users tend to ignore the
permissions that an app requests [4], [12], [18], and there are
many reasons for ignoring them. Permission descriptions
are seen as confusing or difficult to understand by many
users [18]. Furthermore, nearly all apps request permissions
with some associated risk. Felt et al. [12] analyzed 100 paid
and 856 free Android apps, and found that “Nearly all appli-
cations (93% of free and 82% of paid) ask for at least one
‘Dangerous’ permission, which indicates that users are accus-
tomed to installing applications with Dangerous permissions. The
INTERNET permission is so widely requested that users cannot
consider its warning anomalous. Security guidelines or anti-virus
programs that warn against installing applications with access to
both the Internet and personal information are likely to fail
because almost all applications with personal information also
have INTERNET” (p. 6). The implication is that since most
apps are considered to be benign, and users see very similar
warning information for all apps, the users generally ignore
the warnings.

Unless a user is highly concerned with security and pri-
vacy, and regularly examines the permissions as part of her
app selection process, then most likely she has already
made the decision to install the app before being presented
with the permission information. In Android, a user is able
to install the app by clicking a button to ‘install’ or ‘buy’ the
app. Only then is the user forced to view the permissions
that the app is requesting in a final confirmation screen.
However, by this point the user has already made the deci-
sion to install the app, and this extra warning is often seen
as a nuisance and ignored.

There is a parallel between Android’s permission warn-
ing and Windows’ User Account Control (UAC). Both are
designed to inform the user of some potentially harmful
action that may occur. In UAC’s case, this happens when a
process is trying to elevate its privileges in some way, and
in Android’s case, this happens when a user is about to
install an app that will have all the requested permissions.

Recent research suggests the ineffectiveness of UAC in
enforcing security. Motiee et al. [24] reported that
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69 percent of their survey participants ignored the UAC
dialog and proceeded directly to use the administrator
account. Microsoft itself concedes that about 90 percent
of the prompts are answered as “yes”, suggesting that
“users are responding out of habit due to the large num-
ber of prompts rather than focusing on the critical
prompts and making confident decisions” [11].

According to Fathi [11], in the first several months after
Vista was available for use, people were experiencing a
UAC prompt in 50 percent of their “sessions” - a session is
everything that happens from logon to logoff or within
24 hours. With Vista SP1, and over time, this number has
been reduced to about 30 percent of the sessions. This
reduction suggests that UAC has been effective in incentiv-
izing software developers to write programs without ele-
vated privileges unless necessary. The difference between
Android and UAC is that UAC encourages the developer to
work with fewer privileges since this will lead to a smoother
user experience. However, with Android there is no obvi-
ous feedback loop to the developer at this point other than
the fact that a small fraction of the user reviews may com-
plain about an app being over-privileged.

An effective risk communication approach for Android
could provide an incentive for developers to reduce the
number of permissions requested by apps, similar to UAC’s
impact with Windows software developers. By highlighting
requested permissions of apps, such risk communication
could potentially change user behavior and drive consump-
tion to apps with fewer permissions, thereby creating a
feedback loop to developers and having a positive effect on
the app ecosystem.

Currently, we are seeing the opposite trend regarding
permissions requests. We collected two sets of app data [25],
one in February of 2011 containing 155,000 apps and one in
February of 2012 containing 325,000 apps. They were col-
lected by crawling as much of the Google Play app store as
was discoverable at the time, starting with a seed of the top
applications from all categories and branching out based on
related apps found on each page. Both data sets were cap-
tured using the same methodology, and thus represent com-
parable snapshots of Google Play at one year apart. We
separated out the apps that were common to both datasets
by both their name and permission requests, which we call
Overlap. We then removed those in Overlap from 2011 and
2012, respectively, obtaining three data sets. Fig. 1 shows the
percentage of apps having a certain number of permissions
in each set. Apps in Overlap requested the least number of
permissions on average, and those in 2012 without Overlap
requested the highest number of permissions on average.

3.3 Risk Score

Previous research proposed one possible scoring mecha-
nism grounded in machine learning and based off of per-
mission requests. That work leverages probabilistic
generative models to create a principled way in which to
evaluate the risk of an app. Using these models, some
parameterized random process is assumed to generate the
app data and learn the model parameters based on the data.
Then, it is possible to compute the probability that each app
was generated by the model. The risk score can be any
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Permission Distribution
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Fig. 1. Percent of apps that request X permissions. Overlap is the data
that is common to both the 2011 and 2012 datasets. 2011woOQOverlap is
a data set collected in February of 2011 with the Overlap removed.
2012woOverlap was collected in February of 2012 with the Overlap
removed.

function that is inversely related to the probability, so that
lower probability translates into a higher score. Several dif-
ferent models were analyzed, and Naive Bayes with an
Informative Prior [Prior Naive Bayes (PNB)] was the recom-
mended model. This model balances effectiveness, simplic-
ity and monotonicity, to come up with a principled way to
generate a relative risk score among all apps.

Fig. 2 shows the PNB model that was trained on a large
set of data and then used to evaluate a separate set of apps.
Apps were sorted relative to one another based on their
likelihood, and at each percentile we show the min, max,
and average number of permissions requested by an app at
that percentile. As one moves to the right in the figure, the
number of permissions that were requested generally
increases, but the the ranges for nearby buckets are overlap-
ping. This is caused by the fact that lower impact permis-
sions may be requested more often, and thus requesting
several of these permissions increases the relative risk less
than requesting fewer higher-impact permissions. So, while
the number of permissions does not strictly increase as the
percentile increases, this method does provide the mono-
tonic property in that removing a permission will always
make an app less risky.

One possible way to assign one of four risk category val-
ues to each app is as follows. The first 60 percent of apps are
assigned “low”. From Fig. 2, we can see that this includes
the 30 percent of apps that requested no permission,
approximately 15 percent that requested one permission,
and some apps that requested two to three permissions.
Apps between 60 percent and 85 percent are assigned
“med”. Apps between 85 percent and 95 percent are
assigned “high”; and apps above 95 percent are assigned
“very high”. Apps in the 99th percentile requested on aver-
age about 18 permissions.

We point out that the concept of risk is a fuzzy one,
just as the concept of an app being “malicious” is. There
are clear examples of malware, such as banking trojans
that intercept text messages, but there are also less clear
examples, such as overly invasive ad networks that
some users may consider malicious while other users
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Fig. 2. Average number of permissions for every 1 percent division of
apps, sorted in descending order on the basis of likelihood given by the
PNB model. The points represent the average number of permissions
requested, and the error bars indicate the min and max at that percentile.

may not. Similarly, it is impossible to come up with a
measurement of risk that everyone agrees, and thus
there cannot exist a “perfect” metric for risk. Even
though a perfect mechanism for computing risk score is
lacking, this lack should not prevent one from trying to
communicate risk or risk-related information, just as the
list of permissions being imperfect does not mean that it
should not be presented to users. We see two ways to
interpret risk scores. The first is to view a score purely
as a summary of the permissions requested by an app,
as in [25]. Adding such a score enhances what the cur-
rent permission-list tries to communicate. The second is
to use a risk score to summarize permissions as well as
other information such as source code, user comments,
and the content of privacy policies, in order to better
capture apps that have malicious or problematic activi-
ties. The risk communication work in this paper is appli-
cable in both interpretations of risk scores.

4 EXPERIMENT 1: ADDING A RISK METRIC

The first experiment was designed to identify how useful
high-level risk information may be for the app selection pro-
cess. This was accomplished by having participants select
between two alternative apps. We compared their choices
and subjective ratings when summary risk information was
provided and when it was not.

4.1 Method

Two hundred participants were recruited for an online app
selection experiment using MTurk. On average the experi-
ment took 12 minutes to complete, and participants’ were
paid $1.00 each for their efforts. The experiment received
approval through Purdue University’s IRB process.

We compared the participants’ choices under two inter-
face designs. One, the ‘Standard Interface’, approximates
the official Google Play Store. With the Standard Interface,
there are two primary ways to view information about an
app. The ‘summary view’ presents the app’s name, pub-
lisher, icon and average user rating. Once the app is clicked,
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Android User Interface Study

Scenario 1 : PDF Reader

In this scenario, please select a new PDF Viewer for a mobile device.

When you continue, you will see more detailed information for each app, browse that
information to make your choice and select an app.

PDF
RepliGo Reader Mantano
Cerience Reader Free
Corporation Mantano SAS
Risk: Low Risk: High

Click here lewing information for

(a) Task Introduction

Scenario 1 : PDF Reader
Which POF wiewer would you choose?

e e e ey

Mantanc Reader Free

NET OMMUNICATION
VIEW Wi-F| STATE

Allows an application to view the information about the state of Wi-Fi.

VIEW NETWORK STATE
Requested by 21.44% of apps.

Allows an application to view the state of all networks.

Mantano Reader Free
Mantano 545
aATD FULL INTERNET ACCESS
Reguested by 60.83% of apps
Risk: High Allows an application to create network sockets.
Choose app SYSTEM TC

BOEVEAT NEVAFE EBALE € EEDIRG

(c) Showing Permissions for the higher risk app

Fig. 3. Selection of Risk Interfaces for use in describing Experiment 1.

then there is a second view with more details available. We
call this the ‘main view’, and it contains a description writ-
ten by the developer and three user reviews. In the main
view there are tabs across the top of the page that can be
clicked to browse other information about the app, includ-
ing a full list of user reviews, screenshots, and permissions.

The second design, the ‘Risk Interface’, contains all
the information from the Standard Interface plus addi-
tional risk information in both the summary view and
the main view. For this experiment the risk information
was presented as a text value in the range [low, medium,
high, very high] with color differences to add extra
emphasis ranging from [blue, brown, light red, bright
red]. This risk information was presented at the sum-
mary view (Fig. 3a) for the app, below the average user
rating, as well as above the developer description on the
main view (Fig. 3b). In addition to the high-level risk
summary, a more detailed level of information was
introduced whenever the permissions were shown, on
the permission page (Fig. 3c) as well as the confirmation
page (Fig. 3d). Each permission showed the percentage
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Scenario 1 : PDF Reader
Which POF viewer would you choose?

0=~ | o it | s | e |

RephiGo Reader

Risk: Low

RepliGo Reader
()]l cerience Corporation
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(b) The Main View when choosing an app

Confirmation Page

PDF
y? 4

You are about to choose the 'RepliGo Reader® app.
Click "Confirm' to choose this app and proceed to the next scenario, or hit 'Back' to go back.

Risk Rating Low
All Permissions you are Accepting:
STORAGE
MODIFY/DELETE USB STORAGE CONTENTS MODIFY/DELETE 50 CARD CONTENTS
Requested by 29.13% of apps.

Allows an application to write to the USB storage. Allows an application to write to the 50
card.

NETWORK COMMUNICATION

FULL INTERNET ACCESS

Requested by 60.83% of apps.

Allows an application to create network sockets.

(d) Showing the Confirmation Page when selecting the low risk app

of apps within that category that request that permis-
sion, and presented the rare and critical permissions
toward the top so that they were seen more easily. For
more advanced users, the permission information could
be used to learn whether or not these permissions are
common, and possibly further refine their decision.

Each participant progressed through six tasks, in each
of which two different apps that provide the same gen-
eral functionality were presented, and the participant
was asked to select one (see Fig. 3a). When the partici-
pant began a task, one of the two apps at random was
presented first. When the participant had viewed infor-
mation about both apps and made the choice, then the
final confirmation page was presented, similar to Fig. 3d,
which listed the permissions in a manner similar to
Google Play Store. The participant could confirm the
selection or go back to the browsing mode to view more
information about each app.

Participants were randomly assigned to two groups.
Group A performed three tasks using the Standard Interface
and then three tasks using the Risk Interface. Group B
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TABLE 1
The Percent of Participants Who Chose the Lower Risk App
under Different Interface Type (Standard versus Risk)

Interface Standard Risk Chi-square Test

Apps

Task1_Low/High 59.1% 82% x2 = 12.226, p <.001
Task2_Low/Low 51.6% 52% x2 = 0.003, p = .957
Task3_Low/Med 60.2% 68% x2 = 1.271, p = 260
Task4_Low/High 56% 76.3% x2 = 8.863, p = .003
Task5_Med/Med 55% 49.4% X2 = 0.592, p =.442
Task6_Med/VHigh | 50% 82% x2 = 12.226, p <.001
Overall 56.2% 772% | x% =38.269, p <.001

When apps have same risk, we designate the ‘first’ app as the lower
risk app. x> (1, N = 193) for all task chi-square tests, x> (1, N = 772) for
overall.

performed three tasks using the Risk Interface and then
three tasks using the Standard Interface.

To control for other factors in the decision-making pro-
cess, such as effects from the descriptions, icons, user
reviews, familiarity with apps, screenshots, and other fea-
tures that might skew the results, we alternated which app
was assigned which set of permissions within each task. So,
one participant would see appl as a higher risk app for a
specific task, and another participant would see everything
the same except that app2 would be the higher risk app for
the same task. We were actually recording the results for
which permission set was selected, and not which app was
selected, although for the rest of this paper we will present
it as app selection because it is easier to refer to selecting an
app than a permission set.

Throughout the experiment participants completed
four surveys. An initial survey collected some high-level
demographic information as well as experience with
mobile devices. After they completed the three tasks
from one interface, they are presented a survey related
to their decision-making process. A similar survey was
answered after the three tasks with the other interface.
There was also a final survey which collected some
information after they had seen both interfaces.

We collected the apps that were selected for each task,
all answers to the survey questions, as well as timing
and click data so that we could analyze the participant’s
browsing behavior.

4.2 Results and Discussion
4.2.1  Demographics

Seven participants did not complete all the task, and 193
valid participants were included in the following analyses.
120 participants were male, and 73 were female. 37 were of
age 18-22 years, 74 between 22-30, 51 between 30-40, 22
between 40-50, and 9 were 51 years and above. The majority
(88.1 percent) had used an Android device, with 79.3 per-
cent of the participants having used such a device for more
than 3 months. 85.5 percent of the participants indicated
that they install a new app on their mobile devices at least
once a month. Regarding their computer security expertise,
4.1 percent were computer novices, 71.5 percent of the par-
ticipants were regular users, 22.8 percent were highly
skilled engineers, system administrators, etc., and 1.6 per-
cent were security experts.
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Fig. 4. Percent of participants who chose the lower risk app for the tasks
where one app was lower risk.

4.2.2 App Choice Analysis

The main purpose of this analysis was to examine
whether the presence of a risk score influenced partic-
ipants’ app-install decision making. Thus, we compared,
for the same pair of apps, whether there was any differ-
ence when the Standard Interface was used versus when
the Risk Interface was used. Chi-square tests were con-
ducted for each pair of apps (see Table 1). A significant
result indicates that participants chose the less-risky app
more often with the Risk Interface than with the Stan-
dard Interface. First, for those pairs with the same risk
scores, i.e., Task 2 (Low versus Low) and Task 5 (Med
versus Med), there was no difference between the two
interfaces. This finding validates that the other factors
besides the risk score were controlled well in our experi-
ment, so that participants made similar choices when
there were no risk scores and when the presented risk
scores were equal. Second, for the four tasks where the
two apps had unequal risk scores, there was a pro-
nounced preference for the lower-risk app with the Risk
Interface than with the Standard Interface. The difference
was statistically significant (p < 0.001) for Tasks 1 (Low
versus High), 4 (Low versus High), and 6 (Med versus
Very High), but not for Task 3 (Low versus Med).

Fig. 4 shows the breakdown of participant choices for
these four tasks. Recall that about half of the participants
saw the Standard Interface and then the Risk Interface,
whereas the other half saw the Risk Interface and then
the Standard Interface. Therefore, a task may be pre-
sented in four cases: Standard-First, Standard-Second,
Risk-First, and Risk-Second. As can be seen from the
“overall” columns on the right side of Fig. 4, on average
about 56 percent of participants chose the low-risk app
without risk information, and about 77 percent chose the
lower-risk app with risk information. The results show
that the risk scores have a significant impact on partic-
ipants’ app selections, causing them to choose lower-risk
apps more often.

Since 11.9 percent of the participants reported never hav-
ing used Android, we performed separate analyses for the
users who had used Android and those who had not. The
resulting x? values for both groups showed similar patterns
to that of the overall analysis.
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TABLE 2
Numbers of Participants Who Specified a Certain Factor as the
Most Important One (Left) and Who Considered the Factors
When Choosing from the Apps (Right)

Most Considered

Important Factor Factors
Factor Risk [ Standard | Risk [ Standard
Risk Level 78 N/A 154 N/A
User Ratings 43 70 166 180
User Reviews | 32 55 122 136
Descriptions 18 32 87 118
Permissions 15 19 66 58
Screen Shots 4 14 58 78

4.2.3 Questionnaire Analysis

Consistent with the app choice data, the self-report data on
the two questions “What did you consider when choosing
from the apps?” and “Which one was the most important
factor?” also showed that the participants considered risk
scores and even regarded risk as the most important factor
(see Table 2). When the risk scores were presented with the
Risk Interface, the majority (79.8 percent) of participants
took risk scores into consideration, and 41.1 percent of the
participants took risk scores as the most important factor.
This latter value was almost twice as large as the second
largest group (22.6 percent), which took the user ratings as
the most important factor. We also found that presenting
the risk scores led the participants to think that the permis-
sion information was more useful. On a 7-point Likert scale,
with 1 denoting not useful and 7 extremely useful, 35.2 per-
cent participants gave a rating of 5 and above for the Stan-
dard Interface, whereas 45.1 percent participants did for the
Risk Interface.

At the end of the session, after the participants had fin-
ished the three tasks with each of the two interfaces, we also
asked them one question “Which interface did you prefer?”
79.3 percent of the participants preferred the interface with
risk information, 12.4 percent thought both interfaces were
about the same, and 8.3 percent preferred the interface with-
out the risk information. Although the stated preference for
the interface with risk information could be due to its nov-
elty [7], the entire pattern of questionnaire data suggests
that the participants were expressing a true desire for risk
information to be included.

4.2.4 Correlation between App Selection
and Self-Report

Each participant performed three tasks with the Risk Inter-
face and three with the Standard Interface. For half of the
participants, tasks 1, 2, and 3 were performed with the Risk
Interface and for the other half tasks 4, 5, 6 were. Two out of
the three tasks in each set had unequal risk levels (e.g., low
versus medium), so the number of tasks in which partici-
pants selected the less-risky app ranged from 0 to 2. If par-
ticipants selected the less-risky app at chance, the expected
value of this app-selection-index would be 1.

We tested the correlation between the index and partic-
ipants’ subjective reports with Spearman’s correlation test,
separately for participants who performed tasks 1, 2, and 3
with the Risk Interface (Group 1), and those who performed
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TABLE 3
Tasks with No Risk Information: Numbers of Participants
Who Specified a Certain Factor as the Most Important
One (Left) and Who Considered the Factors When
Choosing from the Apps (Right)

Most Considered
Important Factor Factors
Fact No Risk | No Risk | No Risk | No Risk
actor First Second First Second
User Ratings 35 35 91 89
User Reviews | 28 27 73 63
Descriptions 20 12 66 52
Permissions 2 17 21 37
Screen Shots 8 6 47 31

tasks 4, 5, and 6 with the Risk Interface (Group 2). These tests
showed a significant positive correlation, 7, (Spearman’s cor-
relation coefficient) = 0.247 and 0.518, p < 0.05 and p <
0.01, for Groups 1 and 2, respectively. On average, partici-
pants who considered risk selected less-risky apps more
often than those who did not consider risk (1.57 versus 1.24
for Group 1; 1.75 versus 0.94 for Group 2). There was also a
significant positive correlation between selecting the less-
risky app and rating risk as the most important factor,
rs = 0.430 and 0.461,ps < 0.01, for Groups 1 and 2, respec-
tively. On average, participants who rated risk as the
most important factor selected less-risky apps more often
(1.79 versus 1.33 for Group 1; 1.90 versus 1.37 for Group 2).

4.2.5 Interface Ordering Analysis

We also examined whether the participants’ subjective
ratings of risk with the Standard Interface were influ-
enced by first performing with the Risk Interface first,
especially their ratings of the usefulness of the permis-
sions, which were presented for both interfaces. There-
fore, we compared the self-report data with the Standard
Interface when it was used first or second (see Table 3).
37.8 percent of the participants took permissions into
consideration when using the Standard Interface after
using the Risk Interface, compared to 22.1 percent of
those who used the Standard Interface first; 17.3 percent
of the participants rated permissions as the most impor-
tant factor when they used the Standard Interface after
the Risk Interface, compared to 2.1 percent of those who
used the interfaces in the opposite order. Also, when rat-
ing the usefulness of the permissions on the scale of 1
(not useful) to 7 (extremely useful), 38.7 percent partici-
pants gave a rating of 5 or above when they used the
Standard Interface after the Risk Interface, whereas only
31.6 percent participants gave a rating of 5 or above
when they used the interfaces in the opposite order. In
addition, when asked whether they considered the per-
missions on the confirm page, 54.7 percent participants
said “yes” when they used the Standard Interface first,
compared to 60.2 percent participants who used it
second.

We recorded all page views and clicks during the experi-
ment, and looked at how often participants were viewing
the permission page prior to their final choice. Fig. 5 illus-
trates participants who saw the risk score for the first three
tasks, and then had the risk score removed for the final three
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Fig. 5. Average number of clicks on the permissions page per task. Many
participants did not click on permissions ever, which puts the average
number of clicks per task below 1.

tasks made more clicks on the permission information prior
to making a selection. So there is some indication that the
risk information has a positive effect on participants’ aware-
ness of permissions in practice.

4.2.6 Conclusion

Experiment 1 demonstrates the value of providing sum-
mary risk information. When that information was avail-
able, participants selected the app labeled less risky more
often than they did when the risk information was unavail-
able. Also, participants subjectively rated risk and permis-
sions as more important when the risk information was
included in the interface, and they examined the permission
more frequently.

5 EXPERIMENT 2: SAFETY VERSUS RISK

In risk communication, it is insufficient to focus only on the
security-relevant information that is communicated. The
usability of the security information and how that informa-
tion is presented to the user is equally important because its
effectiveness depends on how the user comprehends and
acts on the information. Studies of framing show that peo-
ple are risk-averse in their decisions when positive out-
comes, rather than negative ones, are highlighted [23], [31].
Therefore, in Experiment 2, we presented summary risk
information symbolically in terms of number of filled
circles, with the scale being one of increasing risk (more
filled circles means more risk) for half of the participants
and increasing safety (more filled circles means less risk) for
the other half.

Because we were interested in people’s natural tenden-
cies to react to the risk information, we investigated the dif-
ference between the risk and safety conditions in a
laboratory experiment that used a speeded, reaction task.
Response times obtained under such conditions provide
sensitive measures of differences in information-processing
efficiency and are widely used in cognitive psychology [22],
[29]. In the particular task that was performed, participants
were to respond as quickly as possible to the onset of the
risk or safety information by making a “yes” or “no” install
decision. The time to respond in this task can be assumed to

NO. 3, MAY-JUNE 2014

Risk: 000

00 *H

User Rating:

(a) Experiment 2 (b) Experiment 3

Fig. 6. Stimuli used in Experiments 2 and 3.

reflect mainly System 1 (automatic) processing, and a differ-
ence in response time as a function of which scale is used
will indicate a framing effect. Specifically, if it is more natu-
ral for people to associate larger values with “better”, then
response times should be shorter on average when the
information is presented as amount of safety as opposed to
amount of risk.

5.1 Method

One-hundred and thirty students enrolled in introductory
psychology courses in Purdue University took part in this
experiment. They received course credits for participation.
The participants were invited to our lab and performed the
experiment on a computer.

The stimuli were four circles, some of which were
black and the rest gray (see Fig. 6a). We used circles
rather than more meaningful symbols so that the same
symbols would be used for the risk and safety versions.
Half of the participants received the “safe” version, and
the other half received the “risk” version. A cover story
was presented at the beginning to set up the app-install
context: “Suppose you are using your smart phone or
other electronic device to install an app. You want to
check whether the app is safe [or risky] or not, so that it
won’t do any harm to your device.”

In the “safe” version, participants were told “more black
circles mean more safety”, with one black circle meaning
“the least safety”, two meaning “little safety”, three mean-
ing “some safety”, and four meaning “the most safety”. In
addition, they were told to install the app only when it had
“some safety” or “the most safety” (i.e., three or four filled
circles). In the “risk” version, participants were told “more
black circles mean more risk”, and to install the app only
when it has “the least risk” or “little risk” (i.e., one or two
filled circles). The word “Correct!” in red was given as
visual feedback when the response was correct in accord
with the instructions, and “Incorrect!” together with an
error tone when it was not.

A Go/Nogo paradigm [15] was used, in which partici-
pants were told to press a key for some stimuli (‘Go’ trial)
but not to press any key for other stimuli (‘Nogo’ trial). This
paradigm was adopted to mimic the decision that a partici-
pant would make when deciding whether to proceed (‘Go’)
or not (‘Nogo’) with installing an app. More specifically,
participants were asked to press the “ENTER” key if they
wanted to install the app and NOT to press any key if they
did not want to install it.

At the beginning of each trial, a fixation point was pre-
sented for 1 s, following which the four circles were pre-
sented for 2 s or until a response was made. Participants
were instructed to respond as accurately and as quickly as
possible. Each participant performed 16 practice trials for
warm-up plus 208 test trials.
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Decision Time for Installing an App
(RiskSafety Level Only)
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Fig. 7. Decision time for installing an app in the risk and safety condi-
tions. Medium-risk stands for risk level 2 in the risk condition, and
medium-safe stands for safety level 3 in the safety condition; low-risk
stands for risk level 1 in the risk condition, and high-safety stands for
safety level 4 in the safety condition. Risk level 3, risk level 4, safety level
1, and safety level 2 have no response time, because participants were
not supposed to press the key to install an app.

5.2 Results and Discussion

There were 75 female and 55 male participants. Three par-
ticipants (2 percent) were replaced by new participants
because of mean response times three standard deviations
longer than the average. Overall, the response errors were
rare ( < 1 percent), so we will not present the error data.

We compared the response times for the two different
ways of communicating risk (see Fig. 7a). The risk two-
black-circle trials and the safety three-black-circle trials
were the same in terms of the risk/safety level, as were the
risk one-black-circle trials and the safety four-black-circle
trials. Thus, for the following analysis, the two- and three-
circle trials were treated as a close condition and the one-
and four-circle trials were treated as a far condition. We con-
ducted a mixed analysis of variance (ANOVA) with distance
(close-23 versus far-14) as a within-subject factor and frame
(safety versus risk) as a between-subjects factor. Results
showed that responses were faster in the safety condition
than in the risk condition (Mean = 488 versus 513 ms),
F(1,128) = 4.82, p = 0.030, > = 0.04, and faster in the far
condition than in the close condition (Mean = 482 versus
520 ms), F(1,128) = 289.68,p < 0.001, nf) = 0.69. The inter-
action was also significant, F(1,128) =15.77,p < 0.001,
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ni = 0.11, with the difference between close and far trials
being larger in the safety condition (Mean = 512 versus
465 ms, t(64) = 14.93, p < 0.001) than in the risk condition
(Mean = 528 versus 499 ms, ¢t(64) = 9.18, p < 0.001). These
analyses confirmed that framing the information in terms of
“safety” led to faster processing than framing it in terms of
“risk”. Also, it was easier to make the install decision when
the risk/safety level was extreme than when it was medium,
especially in the safety condition.

6 EXPERIMENT 3: SAFETY VERSUS RISK WITH
USER RATINGS

If a risk or safety index were included in the app selection
process, it likely would accompany user ratings, for which a
high score indicates good. Consequently, the advantage of
the safety scale shown in Experiment 2 might be even larger
in that situation due to its being compatible (and the risk
scale incompatible) with the user rating scale. Therefore, in
Experiment 3, we compared the risk and safety versions as
in Experiment 2, but with user ratings also displayed.

6.1 Method

One-hundred and thirty Purdue undergraduate students
from the same subject pool as those in Experiment 2, but
who had not participated in it, took part in Experiment 3.

We aimed at understanding the effect when participants
see risk information together with user rating information,
which is often presented using stars. Below the four circles
representing the risk or safety level, four stars representing
user ratings were presented, with some of them being black
and the rest of them being gray (see Fig. 6b). A label “User
Ratings” was presented to the left of the stars, and “Risk” or
“Safety” was presented to the left of the circles. The cover
story was slightly different from that in Experiment 2:
“Suppose you are using your smart phone or other elec-
tronic device to install an app. You want to check whether
the app is safe [or risky] or not, and you also want to look at
the user ratings.”

In each trial, the four stars and the four circles were pre-
sented at the center of the screen, and there were two tasks.
Task 1 was the same as the task to respond to the risk or
safety information in Experiment 2. Following Task 1, the
stimuli disappeared and a sentence “How many stars were
there?” was presented. Participants were required to recall
the number of stars by pressing “1”, “2”, “3”, or “4” key on
the number pad. There was no time limit for Task 2, and
only visual feedback “Correct!” or “Incorrect!” was used.
We used Task 2 to make sure that the participants actually
processed the user rating information.

6.2 Results and Discussion

There were 74 female and 56 male participants. Two partici-
pants (2 percent) were replaced by new participants because
of mean reaction times three standard deviations longer
than the average. Overall, the response errors were rare
(<1 percent), so we will not present the error data.

Similar to the analyses in Experiment 2, a mixed ANOVA
showed that responses were faster in the safety condition
than in the risk condition (Mean = 794 versus 868 ms; see
Fig. 7b), F(1,128) = 5.59,p = 0.020, n> = 0.04, and in the far



262 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 11,

Scenario 1 : PDF Reader
Which PDF viewer would you choosa?

RepliGe Reader

RepliGo Reader

Q| Cononce Copanation
BEl ... escripu
[ ver s

Fig. 8. An example of how the risk/safety information was presented in
Experiment 4.

condition than in the close condition (Mean = 802 versus
860 ms), F(1,128) = 123.10,p < 0.001, n2 = 0.49. However,
the interaction was not significant, /' < 1.

To compare Experiment 2 and Experiment 3, we con-
ducted an ANOVA similar to that just described, but with
experiment as an additional between-subjects factor. This
ANOVA also showed main effects of distance (Mean = 690
versus 642 ms for close and far trials), F(1,256) = 285.62,
p < 0.001, r]lzj = 0.53, and frame (Mean = 641 versus 691 ms
for safety and risk conditions), F'(1,256) = 8.84,p = 0.003,
n, =0.03, as well as of experiment (Mean =501 versus
831 ms for Experiment 2 and Experiment 3),
F(1,256) = 393.52, p < 0.001, n?) = 0.61. The only interac-
tion that was significant was that of distance and experi-
ment, F(1,256) = 12.23, p = 0.001, nf] = 0.05, with the close-
far difference between smaller in Experiment 2 (Mean =
520 — 482 = 38 ms) than in Experiment 3 (Mean = 860—
802 = 58 ms). All other ps > 0.107. That is, although, the
advantage for the safety condition was larger numerically
in Experiment 3 than in Experiment 2, the difference
between studies was not statistically significant.

7 EXPERIMENT 4: SAFETY VERSUS RISK IN
CONTEXT

For Experiment 4, we returned to the more naturalistic set-
ting of Experiment 1. The purpose of this experiment was to
test whether using symbols, such as red or green circles, to
represent risk and safety levels, respectively, would lead
users to select the safer/less-risky apps. We also looked at
whether framing the decision as safety or risk would have
any impact when making decisions in the context of the app
store, where System 2 (deliberative) processes should be
more of a factor than in Experiments 2 and 3. An example of
how this information is displayed for the task can be seen in
Fig. 8.

7.1 Method

The experiment followed a similar format as Experiment 1,
presenting a simulated app store and six tasks. We pre-
sented the score as “risk” to approximately half the partici-
pants and as “safety” to the other half. Because red is
associated with stop and warning, and green with go, we
used those colors to display the risk and safety information,
respectively. All of the tasks were presented with the same
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TABLE 4
The Percent of Participants Who Chose the Lower Risk App
under Different Interface Types (Safety versus Risk)

Apps Interface Safety Risk Chi-square Test

Task2-1v2 63% 71.8% | x2Z = 1.165, p = .280
Task3-1v3 77% 747% | x% =1.809, p = .179
Task4-1v4 86% 78.6% | x% =0.139, p = .709
Task1-2v3 73% 66.0% | x> =1.884, p=.170
Task5-2v4 72% 728% | xZ =0.017, p = .897
Task6-3v4 78% 69.9% | x> =1.724,p=.189
Overall 748% | 723% | x% =0981, p = 322

x> (1, N = 203) for all task chi-square tests, (1, N = 1218) for overall.
The values 1v2 represent the Risk for an app, so in the Risk interface a
participant would see one and two circles, whereas in the safety scenario
the participant would see three and four circles.

information, either red risk circles or green safety circles,
and there were four possible values between one and four
circles. All possible combinations except ties were repre-
sented in the set of tasks, [(1,2), (1,3), (1,4), (2,3), (2,4), 34)].

7.2 Results and Discussion
7.2.1  Demographics

We excluded 17 participants who did not complete the task,
and valid data from 203 participants were included in the fol-
lowing analyses. One-hundred and forty-four participants
were male, and 59 were female. 52 were of age 18-22 years,
77 were 22-30, 47 were 30-40, 16 were 40-50, and 11 were 51
or above. The majority (82.8 percent) of the participants used
an Android device, with 75.4 percent of the participants hav-
ing used one for more than three months. 86.7 percent of the
participants indicated that they install a new app on their
mobile devices at least once a month. Regarding their com-
puter security expertise, 3.0 percent were computer novice,
75.9 percent of the participants are regular participants,
20.7 percent were highly skilled engineers, system adminis-
trators, etc., and 0.5 percent were security experts.

7.2.2 App Choice Analysis

One purpose of this experiment was to validate the find-
ing of Experiment 1, that is, that risk information is use-
ful in participants’ decision making. Overall, participants
chose the safer/less-risky apps more often with both the
Risk Interface (72.3 percent) and the Safety Interface
(74.8 percent). This result indicates that the symbols
(circles) used in this experiment were comparably effec-
tive to the textural risk information used in Experiment
1 (where 77.2 percent of participants chose the less risky
app), although we did not strictly control the risk levels
and other factors across these two studies. This finding
further confirms the benefit of presenting the risk/safety
information for Android apps.

The percentage of participants choosing the safer/less-
risky apps was slightly higher with the Safety Interface
(74.8 percent) than with the Risk Interface (72.3 percent),
but this difference was not statistically significant, x*(1, N =
1218) = 0.981, p = 0.322. We further analyzed the data by
comparing each pair, but still no statistical significance was
evident, although for four out of six pairs the Safety Inter-
face yielded better decisions than did the Risk Interface (see
Table 4). These results suggest that the safety information
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TABLE 5
Numbers of Participants Who Specified a Certain Factor as the
Most Important One (Left) and Who Considered the Factors
When Choosing from the Apps (Right)

Most Considered

Important Factor Factors
Factor Risk [ Safety Risk [ Safety
Risk/Safety Level | 28 32 76 74
User Ratings 30 24 80 79
User Reviews 22 19 71 63
Descriptions 4 4 49 47
Permissions 9 13 34 29
Screen Shots 9 7 32 33

worked in a similar way to the risk information when pre-
senting the information within the context of the entire app,
at least when distinguished by green (“go”) and red (“stop”)
colors, respectively.

We again separated participants into those who had used
Android and those who had not, and performed the app
choice analysis on each group. Similar patterns were evi-
dent for both groups.

7.2.3 Correlation between App Selection
and Self-Report

The self-report data on the two questions “What did you
consider when choosing from the apps?” and “Which one
was the most important factor?” again confirmed the useful-
ness of risk/safety information (see Table 5). When the risk
levels were presented, 73.8 percent of participants took risk
scores into consideration, and 74.0 percent of the partici-
pants facing the Safety Interface considered the safety levels
when choosing from the apps. With the Risk Interface,
27.2 percent of the participants took risk scores as the most
important factor, whereas with the Safety Interface, the per-
centage was percent.

We computed the number of tasks in which participants
selected the safer/less-risky apps out of the total six tasks,
which yielded the app-selection-index ranging from 0 to 6
for each participant. If participants selected the less-risky or
safer app at chance, the expected value of this app-selection-
index would be 3. We then tested the correlation between
this app-selection-index and participants’ self-reports by
using Spearman’s correlation test. There was a significant
positive correlation between selecting the safer/less-risky
app and reports of considering safety/risk in the decision-
making process, r, = 0.311,p < 0.01 for Safety Interface,
and r; = 0.249,p < 0.05 for Risk Interface. On average, par-
ticipants who considered safety/risk selected safer/less-
risky apps more often than those who did not (4.78 versus
3.65 for Safety Interface, and 4.54 versus 3.78 for Risk Inter-
face). There was also a significant positive correlation
between selecting the safer/less-risky app and rating safety/
risk as the most important factor, ry = 0.483,p < .01 for
Safety Interface, and ry = 0.426,p < 0.01 for Risk Interface.
On average, participants who took safety/risk as the most
important factor selected safer/less-risky apps more often
(5.31 versus 4.07 for Safety Interface, and 5.36 versus 3.93 for
Risk Interface).
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8 GENERAL DISCUSSION

Currently, when purchasing an Android app, a list of per-
missions required by the app is shown after it has been
selected. From prior research on privacy of websites, it is
known that the presentation of detailed information late in
the selection process is not very effective [1], [9]. Egelman
et al. [10] found that providing summary privacy informa-
tion as part of search results, when multiple options were
still available, was more effective at influencing online pur-
chasing decisions. The present research demonstrates a sim-
ilar value of providing summary risk information early in
the process of selecting an app.

Experiment 1 showed that adding a verbal summary risk
metric when participants selected between two alternative
apps reduced the likelihood of their selecting the riskier
app. The majority of participants indicated that they pre-
ferred the interface with the summary risk information over
the one that did not have that information. Moreover,
receiving the Risk Interface prior to the Standard Interface
led the participants to rate permission information as more
important and to make less risky choices when using the
Standard Interface. The Risk Interface also led to an increase
in curiosity about risk for the apps, as reflected in the fact
that on average more participants checked out the permis-
sions page. This latter finding suggests that adding a sum-
mary risk score will have the benefit of raising awareness of
the potential risks, beyond the benefit of enabling partici-
pants to choose low-risk apps. In the comment section of
the final questionnaire, one participant suggested allowing
the developer a chance to fill in reasons why an app is
requesting a given permission.

In Experiments 2 and 3, participants in a laboratory task
made speeded decisions about whether to install an app or
not. Responses were faster when visual symbols showed
amount of safety rather than amount of risk. In other words,
participants were more risk-averse when the indicators con-
veyed the positive outcome of safety rather than the nega-
tive outcome of risk (a framing effect). The difference in
response time as a function of safety versus risk was signifi-
cant when only a risk/safety indicator was displayed and
tended to be larger when a User Rating indicator was also
shown. The scale of more filled circles designating better
safety is compatible with the User Rating scale, whereas
that of more filled circles designating higher risk (worse
safety) is incompatible with the User Rating scale.

When symbols were used to convey the risk information
in a more naturalistic situation in Experiment 4, the percent-
age of choices of the less-risky app was similar to that for
the verbal risk displays in Experiment 1. Thus, summary
risk information is beneficial regardless of whether it is con-
veyed verbally or symbolically. In Experiment 4, there was
only slight evidence for a benefit of presenting safety indica-
tors rather than risk indicators. The likely reason why the
safety condition was more beneficial in Experiments 2 and 3
than in Experiment 4 is that the former experiments empha-
sized speed of responding. This speed emphasis would
cause System 1, automatic processing, to have a large role in
the decision process. In Experiment 4, with no speed
emphasis, the relative contribution of System 2, deliberate
processing, would increase [14]. An implication is that
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users’ decisions will tend to be riskier when they are made
quickly, without deliberate consideration of the alternatives,
and this is where framing is most important.

It is also possible that in a naturalistic setting like that of
Experiment 4 an increase in the emotional valance of the
indicators would lead to a larger benefit for the Safety Inter-
face over the Risk Interface [14]. We used red circles for risk
and green circles for safety in Experiment 4 because those
colors are associated with ‘stop” and ‘go’, respectively.
However, symbols with more negative affect (e.g., bombs,
skull, or crossbones) for risk and more positive affect (e.g.,
smiling faces) for safety could be used that would produce
stronger negative and positive reactions, respectively.

One strength of the present research is the use of two
types of experiments, online crowdsourcing under rela-
tively naturalistic conditions and controlled laboratory
under reduced and targeted conditions. An obvious limita-
tion is that even the crowdsourcing experiments deviate
from what a person would do when choosing to download
an app in everyday life. However, experiments like these,
with objective measures, as part of a multiple-method
approach that includes more qualitative, descriptive studies
can provide crucial evidence in helping understand what
risk communications are likely to be effective and, espe-
cially, why. Finally, it should be noted that the majority of
the MTurk participants were Android users, and the dura-
tion of the experiments was short. Therefore, the possibility
exists that the Risk Interface would lose its effectiveness as
the novelty of the risk information wears off due to contin-
ued use.

9 CONCLUSION AND FUTURE WORK

The results from four user studies validated our hypothesis
that when risk ranking is presented in a user-friendly fash-
ion, e.g., translated into categorical values and presented
early in the selection process, it will lead users to select
apps with lower risk. The majority of participants preferred
to have such a risk metric in Google Play Store. We expect
that adding a summary risk metric would cause positive
changes in the app ecosystem. When users prefer lower-risk
apps, developers will have incentives to better follow the
least-privilege principle and request only necessary permis-
sions. It is also possible that the introduction of this risk
score will cause more users to pay for low risk apps. Thus,
this creates an incentive for developers to create lower risk
apps that do not contain invasive ad networks and in gen-
eral over-request permissions.

Our studies are not the last word on the question of how
to best present risk information. For example, we have also
not examined how the risk score interacts with other factors
to affect a users choice, such as user ratings in the natural
setting and whether an app is free or not. Also of interest is
how users behave when choosing among a list of search
results (as opposed to choosing between two options).
These topics are important ones for future research.
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